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THE NATIONAL COMPUTER 

FORENSICS INSTITUTE: 

A VALUABLE TOOL FOR 

STATE & LOCAL LAW EN-

FORCEMENT 
 

  Today’s high-tech environment presents new 

challenges to law enforcement as cyber criminals 

exploit computers, mobile devices and the Internet 

to threaten our banking, financial and critical infra-

structures. Digital technology is used to commit any 

and every type of crime.  Therefore, it is imperative 

to address the changes in technology by providing 

training on cyber-investigative techniques and by 

sharing current expertise. 

The National Computer Forensics Institute 

(NCFI) was established in 2007 through a partner-
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ship initiative between the Department of Homeland 

Security, the United States Secret Service, the Ala-

bama District Attorneys Association, the State of Ala-

bama and the city of Hoover. This state-of-the-art, 

32,000 square foot, facility provides state and local 

law enforcement officers the training necessary to 

conduct basic electronic crimes investigations, re-

spond to network intrusion incidents and conduct 

computer forensic  examinations.  This facility offers 

state and local law enforcement officers a variety of 

cyber-related courses based on the Secret Service 

electronic crimes training model, as well as courses 

for prosecutors and judges. 

All NCFI training courses are made available 

through funding from the Department of Homeland 

Security.  Travel, lodging and per diem expenses are 

paid by the Department of Homeland Security and 

courses are provided at no costs to attendees. Upon 

completion of computer evidence recovery (five 

weeks), network intrusion (three weeks) and mobile 

device data recovery (two weeks) training, attendees 

are issued all computer equipment, hardware, soft-

ware, manuals and tools necessary to conduct elec-

tronic crimes investigations and forensic examina-

tions. 

This innovative facility and strategic partner-

ship will substantially enhance law enforcement ef-

forts to suppress the continually evolving and in-

creasing number of electronic crime cases affecting 

communities nationwide, as well as improve and 

strengthen the prosecutions of those cases. State 

Attorney Generals are encouraged to reach out to 

their local law enforcement community, urging them 

to take advantage of this terrific opportunity to re-

ceive professional training at a world class facility. 

Question and inquiries should be sent to 

randy.hillman@alabamada.gov 

Ed. Note:  The editor would like to thank Walter W. White, 

Vice President, State and Local Government, Verizon 

Communications, for this article.    

 

 

ATTORNEYS GENERAL  

FIGHTING CYBERCRIME 

 

MULTI-STATE 

 Connecticut Attorney General George Jepson, 

on behalf of his state and nine other states, includ-

ing Florida, Kentucky, Massachusetts, New York, 

North Carolina, Pennsylvania and Washington, sent 

a letter to the chief executive officer of online retail-

er Zappos.com, Inc., seeking information about the 

recent hacking attack that may have affected more 

than 24 million customers. The two other states 

have laws prohibiting disclosure of investigations. 

Attorney General Jepson asked for information 

about how the data breach occurred, how affected 

customers were notified and about any corrective 

plans developed in response to the breach. Assis-

tant Attorney General Matthew Fitzsimmons and As-

sociate Attorney General Perry Zinn-Rowthorn are 

handling the matter.    

 The National Association of Attorneys Gen-

eral (NAAG) sent a letter signed by 36 state and ter-

ritorial Attorneys General to Google Chief Executive 

Officer Larry Page expressing concern over Google’s 

new privacy policy, which allows for greater infor-

mation sharing between its products without provid-

ing consumers an “opt-in” option and failing to pro-

vide meaningful “opt-out” options as well.  Currently, 

users of Google’s many products expect that infor-

mation they provide for one product would not be 

synthesized with information they provide for anoth-

er product. The new policy forces consumers to al-

low information across all of Google’s products to be 

shared without giving them the proper ability to opt 

out.  The Attorneys General requested a meeting 

with Mr. Page as soon as possible. 

  

 

 

mailto:randy.hillman@alabamada.gov
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ARKANSAS 

 Attorney General Dustin McDaniel an-

nounced that Richard King, who was arrested by At-

torney General McDaniel’s agents, was sentenced to 

80 years in prison after pleading guilty to eight 

counts of possessing, distributing or viewing child 

pornography.  King will also be required to register 

as a sex offender. King’s conviction is the first to 

result from an arrest by Attorney General McDaniel’s 

new Cyber Crimes Unit.  A forensic examination of 

King’s laptop computer at the Cyber Crimes Unit Fo-

rensic Lab revealed multiple images of child pornog-

raphy.  King also admitted to investigators that he 

had downloaded approximately 15 child pornogra-

phy videos.  The Scott County Sheriff’s Office and 

the Fifteenth District Prosecuting Attorney’s Office 

assisted in the arrest, investigation and prosecution.  

Assistant Attorney General Bart Dickinson was the 

special prosecutor for the case.    

 

DELAWARE 

 Attorney General Beau Biden announced 

that the Delaware Child Predator Task Force arrest-

ed Jeremy Trower on child pornography charges.  

The investigation began after Delaware State Police 

received a report from a computer shop that a lap-

top computer brought in for repair contained images 

of child pornography.  Task Force detectives secured 

a search warrant for the laptop, and a preliminary 

forensic analysis revealed numerous child pornogra-

phy images.  Another search warrant was obtained 

for Trower’s residence, and two additional comput-

ers and digital media were seized.  Trower was 

charged with 25 counts of dealing in child pornogra-

phy.    

 

 

 

 

ILLINOIS 

 Attorney General Lisa Madigan joined the 

state Board of Education and the Lieutenant Gover-

nor’s Office to launch the third statewide Illinois 

Youth Digital Safety Contest to raise awareness 

about making safe choices through digital communi-

cations.  The contest, open to students in grades 

kindergarten through 12, encourages students to 

create posters or electronic messages on this year’s 

theme, “Bystander Intervention,” or the idea that 

students who witness bullying can take action 

against it.  Entries must be postmarked by March 

30, and representatives from all three agencies will 

judge submissions.      

 

LOUISIANA 

 Attorney General Buddy Caldwell’s High Tech-

nology Crime Unit arrested Jeffrey Myatt on child 

pornography charges. The arrest stemmed from a 

joint investigation involving the Unit, Homeland Se-

curity Investigations, State Police and the North Lou-

isiana Internet Crimes Against Children Task Force.       

 

MASSACHUSETTS 

 Attorney General Martha Coakley announced 

that William McDonagh pleaded guilty to six counts 

of possession and two counts of distribution of child 

pornography over the Internet.  McDonagh was sen-

tenced to one year and one day in prison, followed 

by five years’ probation under the conditions that he 

undergo sex offender evaluation and treatment with 

no access to the Internet except for work-related 

reasons.  The charges resulted from a multi-agency 

coordinated cybercrime sweep which ultimately 

charged seven people with child pornography offens-

es. The investigation involved Attorney General 

Coakley’s Cyber Crime Division, the State Police, the 

state Internet Crimes Against Children (ICAC) Task 

Force and the Metropolitan, North Eastern Massa-
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chusetts and Cape Cod Regional Law Enforcement 

Councils.  The case against McDonagh was prose-

cuted by Assistant Attorney General Jennifer Cotter 

of Attorney General Coakley’s Criminal Bureau.   

 

MISSISSIPPI 

 Attorney General Jim Hood’s Internet Crimes 

Against Children (ICAC) Task Force investigators ar-

rested Rio Jeffries at his residence and charged him 

with one count of possession of child pornography.  

The Marshall County Sheriff’s Office and the Holly 

Springs Police Department assisted with the arrest.  

If convicted, Jeffries faces between five and 40 

years in prison.  The case will be prosecuted by Spe-

cial Assistant Attorney General Brandon Ogburn of 

Attorney General Hood’s Cyber Crime Unit.   

 

MONTANA 

 Attorney General Steve Bullock announced 

the creation of the Children’s Justice Center, a col-

laborative initiative to better protect children and 

prosecute child predators.  The Center brings under 

one umbrella six of Attorney General Bullock’s pro-

grams and two statewide partnerships in order to 

focus resources and provide better training and co-

ordination.  The six programs are the Sexual Preda-

tor Enforcement Unit, the Sexual or Violent Offender 

Registry (SVOR), the SVOR Compliance Unit, the 

state Child Sexual Abuse Response Teams, Child 

Protection attorneys and the Child Abduction Re-

sponse Team.  The statewide partnerships are with 

the state Drug Endangered Children Alliance and the 

state Internet Crimes Against Children Task Force.  

Dana Toole will be the director of the Center.         

 

 

 

 

NEW JERSEY 

 Attorney General Jeffrey Chiesa announced 

that the State Police Digital Technology Investiga-

tions Unit arrested Hong Yu Wang on charges of dis-

tribution and possession of child pornography and 

obstruction of justice.  Detectives conducting the 

investigation interviewed Wang at his residence, 

during which time Wang allegedly became uncooper-

ative and attempted to flee in order to destroy com-

puter evidence.  He was subdued, and detectives 

discovered he had hidden powerful magnets in his 

shoes that could have been used to erase computer 

memory.  State Police detectives then executed a 

search warrant for the residence and discovered 

numerous child pornography videos.     

 

NORTH CAROLINA 

 Attorney General Roy Cooper’s Office un-

veiled a new app that allows users to search for reg-

istered sex offenders in the state by GPS location or 

street address.  The app is currently available for 

iPhones, iPad and iPod and can be downloaded via 

iTunes or from Attorney General Cooper’s website.  

His office is working on an app that will work on oth-

er platforms.  Offenders’ home addresses are pin-

pointed on the app’s on-screen map, and users can 

search for all offenders within a one, three or five 

mile radius and can zoom in on the map.  Clicking 

on an offender’s name will display detailed infor-

mation, including photos and a physical description.  

Users can sign up to receive email alerts whenever 

a registered offender moves near their home, 

school, daycare center or other address.  The app 

was developed by Attorney General Cooper’s infor-

mation technology staff using information submitted 

by local sheriffs to the state Sex Offender Registry.  

In the first week, 18,000 people downloaded the 

app.    
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PENNSYLVANIA 

 Attorney General Linda Kelly filed felony 

charges against William Ainsworth, who is accused 

of using Facebook to operate an elaborate false 

identity scheme to solicit young girls for explicit pho-

tos or meetings for sex.  Ainsworth is accused of 

fabricating the Facebook personas of two young 

men to initiate online relationships with and 

“groom” young females, accumulating more than 

600 Facebook “friends” using the bogus profiles.  

Ainsworth is charged with 68 felony counts, includ-

ing possession of child pornography, criminal solici-

tation to commit unlawful contact with a minor and 

criminal use of a communications facility.  He will be 

prosecuted by Senior Deputy Attorney General Wil-

liam Caye of Attorney General Kelly’s Child Predator 

Unit.    

 

VERMONT 

 Attorney General William Sorrell announced 

that Kyle Sausville was charged with two counts of 

possession of child pornography resulting from a 

shared investigation between the South Burlington 

Police Department and the state Internet Crimes 

Against Children Task Force.  The affidavit filed with 

the court alleges that child pornography images 

were found on a computer storage device in 

Sausville’s home pursuant to a search warrant.  The 

warrant was issued based on information received 

from the National Center for Missing and Exploited 

Children that Sausville had uploaded child pornogra-

phy images onto his Facebook page.  The felony 

count carries a potential prison term of up to five 

years; the misdemeanor count carries a potential 

prison term of two years.    

 

 

 

 

VIRGINIA 

 Attorney General Ken Cuccinelli announced 

that Alan Hoffman, a former county detective, was 

sentenced to 13 years in prison after pleading guilty 

to two counts of production of child pornography.  

Based on an informant’s tip, Richmond Police De-

partment officers assigned to the Southern Virginia 

Internet Crimes Against Children Task Force ob-

tained a search warrant for Hoffman’s email ac-

count.  The officers learned that Hoffman had posed 

as a photographer on Craigslist, offering to take pho-

tos of aspiring models and high school students. Of-

ficers then executed a search warrant for Hoffman’s 

residence, seizing computer equipment and a digital 

camera.  A forensic examination of the equipment 

uncovered hundreds of images of child pornography.  

The officers were able to identify and contact the 

victims depicted in the images, who confirmed that 

Hoffman had taken the photographs and they had 

become acquainted with him on Craigslist.  Assistant 

Attorney General Tommy Johnstone prosecuted the 

case with assistance from the Henrico County Com-

monwealth Attorney’s Office.       

 

WISCONSIN 

 Attorney General J.B. Van Hollen’s Division of 

Criminal Investigation (DCI) agents, along with Ells-

worth Police Department officers, arrested Sean 

May at his home, charging him with one felony count 

of possession of child pornography.  According to 

the criminal complaint, an examination of files from 

May’s computer by a DCI special agent revealed nu-

merous child pornography images.  The case will be 

handled by the Pierce County District Attorney’s Of-

fice.     
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HIGH COURT: NO WARRANT-

LESS GPS TRACKING 

 

By Dan Schweitzer, NAAG Supreme Court Counsel  

 

  United States v. Jones, 10-1259. Without 

dissent, the Court held that federal agents conduct-

ed a search, within the meaning of the Fourth 

Amendment, when they installed a global positioning 

system (GPS) tracking device on the undercarriage 

of respondent’s car and then monitored the car’s 

movements for 28 days.  District of Columbia police 

and the FBI suspected that respondent Antoine 

Jones was involved in drug trafficking.  They ob-

tained a warrant to install a GPS device on the un-

derside of the Jeep Grand Cherokee Jones drove, 

but they installed the GPS after the warrant had ex-

pired and in a public parking lot in Maryland even 

though the warrant specified D.C.  Over the next 28 

days, the officers used to devise to pinpoint the 

Jeep’s location within 50-100 feet.  With that infor-

mation, the government tied Jones to his co-

conspirator’s “stash house that contained $850,000 

in cash, 97 kilograms of cocaine, and 1 kilogram of 

cocaine base.”  The government indicted Jones, who 

moved to suppress evidence obtained through the 

GPS.  The district court granted the motion in part, 

suppressing only the data obtained while the vehicle 

was parked in a particular parking lot.  The govern-

ment eventually obtained a conviction, and the court 

sentenced Jones to life in prison.  The D.C. Circuit 

reversed the conviction, finding that the evidence 

obtained from the GPS device was admitted in viola-

tion of his Fourth Amendment rights.  In an opinion 

by Justice Scalia, the Court affirmed. 

The 5-Justice majority opinion held that “[t]

he Government physically occupied private property 

for the purpose of obtaining information,” and “[w]e 

have no doubt that such a physical intrusion would 

have been considered a ‘search’ within the meaning 

of the Fourth Amendment when it was adopted.”  

The Court pointed to Framing Era cases explaining 

“the significance of property rights in search -and-

seizure analysis”; stated that the Fourth Amend-

ment’s text “reflects its close connection to proper-

ty”; and found that the Court’s “Fourth Amendment 

jurisprudence was tied to common-law trespass, at 

least until the latter half of the 20 th century.”  The 

Court acknowledged that later cases have applied 

the “reasonable expectation of privacy” analysis set 

forth in Justice Harlan’s concurrence in Katz v. Unit-

ed States, 389 U.S. 347 (1967), but held that the 

Katz test is “not the sole measure of Fourth Amend-

ment violations.”  The Court discussed several post -

Katz cases that it believed applied a property-rights 

approach to the Fourth Amendment; and it disa-

greed with the United States’ contention that sever-

al other post-Katz cases foreclosed such an ap-

proach.   

The Court disagreed with Justice Alito’s con-

curring opinion’s characterization of it as applying 

“18th-century tort law.”  “What we apply is an 18 th-

century guarantee against unreasonable searches, 

which we believe must provide at a minimum the 

degree of protection it afforded when it was adopt-

ed.”  The Court noted that it is not making “trespass 

the exclusive test.  Situations involving merely the 

transmission of electronic signals without trespass 

would remain subject to Katz analysis.”  Finally, the 

Court noted that it is the concurring opinion that cre-

ates thorny new problems by proposing that the an-

swer to whether GPS monitoring produces a search 

depends on how long the monitoring was (but how 

long is too long?) and the nature of the offense (but 

how serious must the offense be?).  Because the 

United States did not press it below, the Court did 

not consider the United States’ alternative conten-

tion that the search here “was reasonable ─ and 

thus lawful ─ under the Fourth Amendment be-

cause” the officers had probable cause to believe 

Jones was involved in a large-scale drug distribution 

conspiracy.    

  Justice Alito concurred in the judgment, in 

an opinion joined by Justices Ginsburg, Breyer, and 
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Kagan.  Justice Alito strongly disagreed with the ma-

jority’s view that “any technical trespass followed by 

the gathering of evidence constitutes a search.”  He 

stated that the old “trespass-based rule,” which ini-

tially produced a decision holding that wiretapping a 

home phone was not a search, “was repeatedly criti-

cized” and that “Katz v. United States . . . finally did 

away with the old approach.”  Justice Alito pointed 

to a series of additional problems with the majority’s 

approach:  it focuses on the minor intrusion of at-

taching a small object under a car, rather than the 

use of the GPS; “under the Court’s theory, the cover-

age of the Fourth Amendment may vary from State 

to State” based on the varying states’ property laws; 

and relying on the law of trespass provides no help 

in dealing with cases that involve purely electronic 

monitoring.  Justice Alito acknowledged that there 

are challenges to applying the Katz “reasonable ex-

pectation of privacy” test to new technologies and 

that “technology can change” the privacy expecta-

tions of a “hypothetical reasonable person.”  He 

therefore suggested that, as with wiretapping, the 

best way to adjust to changing attitudes about priva-

cy is through legislative changes.   

Absent such legislation, “[t]he best that we 

can do in this case is to apply existing Fourth 

Amendment doctrine and to ask whether the use of 

GPS tracking in a particular case involved a degree 

of intrusion that a reasonable person would not 

have anticipated.”  Justice Alito concluded that 

“relatively short-term monitoring of a person’s move-

ments on public streets” would not constitute a 

search, but that “the use of longer term GPS moni-

toring of investigations of most offenses impinges 

on expectations of privacy.”  That is because “[f]or 

most offenses, society’s expectation has been that 

law enforcement agents and others would not ─ and 

indeed, in the main simply could not ─ secretly mon-

itor and catalogue every single movement of an indi-

vidual’s car for a very long period.”  Justice Alito de-

clined to “identify with precision the point at which 

the tracking of this vehicle became a search, for the 

line was surely crossed before the 4-week mark.”     

Justice Sotomayor filed a concurring opinion, 

agreeing both with the majority opinion (which she 

joined) that a search occurs “[w]hen the Govern-

ment physically invades personal property to gather 

information,” and with Justice Alito that “longer term 

GPS monitoring of investigations of most offenses 

impinges on expectations of privacy” under the Katz 

test.  (Accordingly, five Justices reached the latter 

conclusion.) Justice Sotomayor stated that 

“particular attention” will need to be given to “some 

unique aspects of GPS surveillance”:  its generation 

of “a precise, comprehensive record of a person’s 

public movements that reflects a wealth of detail 

about her familial, political, professional, religious, 

and sexual associations,” which can be stored and 

easily reviewed at little cost to the government. She 

noted how that could “chill[] associational and ex-

pressive freedoms,” and readily be abused.  She al-

so stated that, given the amount of information peo-

ple reveal about themselves in “the digital age,” “it 

may be necessary to reconsider the premise that an 

individual has no reasonable expectation of privacy 

in information voluntarily disclosed to third parties.”    

 

IN THE COURTS 

AUTHENTICATION:   

SOCIAL MEDIA PAGES 

 
The People v. Valdez, 2011 Cal. App. LEXIS 1578 

(Cal App. 4th December 16, 2011).  The California 

Court of Appeal, 4th Appellate District, affirmed a 

judgment, finding that a page from a social network 

was properly authenticated. A trial court jury convict-

ed Vincent Valdez of two counts of attempted mur-

der, four counts of assault with a firearm and two 

counts of street terrorism.  The jury also found that 

Valdez committed these offenses for the benefit of a 

criminal street gang.  Valdez appealed, challenging 

the admission of the printouts of his social media 

page, which the State’s gang expert relied upon in 

forming his opinion that Valdez was an active gang 
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member.  The appellate court found that Valdez’ 

challenge failed because the State had met its bur-

den to show that the page belonged to Valdez and 

that the photographs and other content on the page 

were not falsified.  The page icon identifying the 

owner of the page displayed a photograph of Valdez’ 

face, and the page included greetings addressed to 

him by name.  The page owner’s stated interests, 

including an interest in gangs, matched what police 

knew of his interests from their field contacts with 

him.  A photograph of Valdez forming a gang signal 

met the threshold required for the jury to determine 

its authenticity.  The page was password protected 

for posting and deleting content.  The court found 

that the gang evidence was relevant and probative.  

The court affirmed the judgment, only reversing the 

finding of gang enhancement alleged in one of the 

attempted murder counts. 

Ed. Note;  Dane Gillette, Chief Assistant Attorney General; 

Gary Schons, Assistant Attorney General; and Lilia Garcia 

and Kristine Gutierrez, Deputy Attorney Generals, repre-

sented the State.   

 

AUTHENTICATION:  CHAT LOG   

State v. Churchill, 2011 ME 121 (December 6, 

2011).  The Maine Supreme Court affirmed defend-

ant’s conviction, finding that an online chat printout 

was properly admitted.  A jury found David Churchill 

guilty of one count of unlawful sexual contact, and 

he was sentenced to 30 months’ imprisonment, with 

18 months suspended, and two months probation.  

He appealed, arguing that the trial court erred in ad-

mitting into evidence a printout of an online chat 

between him and the victim because it was not 

properly authenticated.  The Maine Supreme Court 

disagreed, finding that a detective had observed 

each line of chat as it appeared on the screen simul-

taneously as it was happening.  The detective had 

testified that the victim aided detectives in getting a 

copy of the chat, and it was identical to the chat ob-

served by the detective.  The time stamp on each 

message showed an uninterrupted sequence.  The 

judgment of the trial court was affirmed. 

 

CHILD PORNOGRAPHY:  HARD DRIVE 

DESTRUCTION THREAT  

State v. Maxwell, 2011 UT 81 (December 20, 

2011).  The Utah Supreme Court reversed the lower 

court’s granting of defendant’s motion to suppress 

child pornography files.  Internet Crimes Against 

Children (ICAC) agents went to David Maxwell’s 

home to talk with him about his use of a computer 

for viewing child pornography.  Maxwell refused to 

consent to a search and seizure of his computer and 

suggested the possibility he would destroy the com-

puter.  The agents seized the computer and later 

secured a warrant to search it.  The search revealed 

video and still images of child pornography.  Max-

well was charged with 10 counts of sexual exploita-

tion of a minor.  He moved to suppress the files 

found on his computer because the agents had 

seized it without his consent and without a warrant.  

The trial court granted his motion, and the State ap-

pealed.  The Utah Supreme Court held that the lower 

court erred in granting the motion because an exi-

gent circumstance arose from Maxwell’s open ac-

knowledgment that he was thinking of destroying his 

computer.  It was thus not unreasonable for the 

agents to believe that he would destroy his hard 

drive, and their decision to seize the computer was 

a reasonable means of preventing its destruction.  

The court reversed the trial court and remanded the 

case. 

Ed. Note:  Jeffrey Gray, Assistant Attorney General in the 

Utah Attorney General’s Office, represented the State.       

 

CHILD PORNOGRAPHY CONVICTION:  

SEARCH WARRANT CHALLENGE   

U.S. v. Wellman, 663 F. 3d 224 (4th Cir. Decem-

ber 7, 2011).  The 4th Circuit Court of Appeals af-

firmed defendant’s conviction and sentencing, find-

ing the search warrant of his home to be sufficient.  
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John Wellman was convicted of three offenses relat-

ed to possession of child pornography, and the U.S. 

District Court for the Southern District of West Vir-

ginia sentenced him to 300 months’ imprisonment.  

He appealed, arguing that the search warrant of his 

home was defective because it did not contain cop-

ies of the suspected child pornography and that the 

length of his sentence was unconstitutionally dispro-

portionate.  The 4th Circuit held that the affidavit 

attached to the warrant was not lacking in indicia of 

probable cause because it contained a spreadsheet 

listing the hash value of the pornographic files and 

the IP addresses of the computers offering the files 

for download, as well as identity of the officers who 

had identified the files.  The court noted that the 

judge approved the warrant and did not act as a rub-

ber stamp or abandon his role as a neutral and de-

tached decision maker, and police relied in good 

faith on the issued warrant.  As to the sentence, the 

court found that its harshness reflected the gravity 

of the crimes. The judgment of the district court was 

affirmed.     

 

CHILD PORNOGRAPHY:  REJECTION OF 

SENTENCING GUIDELINES   

U.S. v. Bistline, 2012 U.S. App. LEXIS 387 (6th 

Cir. January 9, 2012).  The Sixth Circuit Court of Ap-

peals vacated defendant’s sentence, finding it un-

reasonable in light of the sentencing factors.  Rich-

ard Bistline pled guilty to knowingly possessing 305 

images and 56 videos of child pornography.  Under 

the applicable Sentencing Guidelines Manual § 

2G2.2, his recommended sentence was 63 to 78 

months’ imprisonment.  The U.S. District Court for 

the Southern District of Ohio rejected the recom-

mended sentence, stating that § 2G2.2 was serious-

ly flawed, and that its amendments were not based 

on empirical study and data, but in some instances 

on congressional mandate.  Instead, it sentenced 

Bistline to one night’s confinement in the court-

house lockup and 10 years of supervised release.  

The government appealed, and the 6 th Circuit held 

that Congress’ role in amending a Guideline was not 

a valid reason to disagree with it.  The court said 

that courts could not bar Congress from acting on 

political considerations any more than Congress 

could bar courts from acting on legal ones. It held 

that Bistline’s sentence was substantively unreason-

able in light of the sentencing factors because it did 

not reflect the seriousness of his crime, which inflict-

ed great harm on his victims, and would not deter 

him or anyone else.  The court vacated the sen-

tence.     

 And see… 

 

RECEIPT OF CHILD PORNOGRAPHY:  

SENTENCING ENHANCEMENT   

U.S. v. Spriggs, 2012 U.S. App. LEXIS 493 (11th 

Cir. January 10, 2012).  The 11th Circuit Court of Ap-

peals vacated defendant’s sentence for receipt of 

child pornography which included a five-level en-

hancement.  Timothy Spriggs was charged with 

downloading child pornography through a peer-to-

peer file-sharing program and pled guilty to one 

count of receipt of child pornography.  The U.S. Dis-

trict Court for the Southern Region of Florida applied 

a five-level enhancement to his sentence under Sen-

tencing Guidelines Manual § 2G2.2(b)(3)(B), reason-

ing that Spriggs distributed child pornography with 

the expectation that he would receive either more 

child pornography or the ability to obtain downloads 

faster.  He appealed, and the 11 th Circuit found no 

error in the district court’s finding that Spriggs un-

derstood that the program enabled others to access 

his files.  However, the court found insufficient evi-

dence to support the other elements of the five-level 

enhancement.  The court found no evidence that 

Spriggs entered into a transaction in which he 

shared his child pornography to gain access to an-

other’s child pornography files.  Even if another user 

accessed Spriggs’ files, and there was no evidence 

that anyone did, the court said it would not neces-
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sarily be a transaction conducted for valuable con-

sideration.  There was also no evidence that Spriggs 

shared his files in order to receive faster download-

ing operations.  The court vacated the sentence and 

remanded for further proceedings.    

Ed. Note:  This opinion represents a split with the Eighth 

Circuit Court of Appeals in U.S. v. Stultz, 575 F. 3d 834, 

849 (Eighth Cir. 2009) in which the court reasoned that 

because file-sharing programs enable users to swap files, 

no additional evidence is necessary to establish the type 

of transaction contemplated in the Guidelines.       

 

Ed. Note II: See another recent 11 th Circuit case for the 

same result and reasoning: U.S. v. Vadnais, 2012 U.S. 

App. LEXIS 798 (11th Cir. January 13, 2012). 

 

TRANSPORTING A MINOR FOR SEXUAL 

ACTIVITY:  JURY INSTRUCTION 

U.S. v. Davila-Nieves, 2012 U.S. App. 249 )1st 

Cir. January 6, 2012).  The 1st Circuit Court of Ap-

peals found that the trial court did not improperly 

suggest to the jury that the government had proven 

a state law requirement.  A jury found Eduardo Davi-

la-Nieves guilty of transporting a minor for illegal 

sexual activity in violation of U.S.C. § 2422(b).  He 

appealed, arguing that the U.S. District Court for the 

District of Puerto Rico improperly suggested to the 

jury that the government had proven the fourth ele-

ment of the criminal offense requirement defined by 

Puerto Rico law.  The 1st Circuit found otherwise, 

noting that the trial judge took judicial notice of the 

law, read it to the jury during the judge’s instruction 

and then left it to them to determine whether the 

government’s evidence proved that what Davila -

Nieves attempted to do with a fictional 13-year-old 

girl fit within the type of conduct criminalized by the 

state statute.  The judgment was affirmed.   

 

POSSESSION OF CHILD PORNOGRA-

PHY:  IDENTITY OF POSSESSOR  

U.S. v. Moreland, 2011 U.S. App. LEXIS 24981 

(5th Cir. December 5, 2011).  The 5th Circuit Court of 

Appeals found insufficient evidence to support a 

finding that defendant knowingly possessed child 

pornography images. Keith Moreland was convicted 

of knowing possession of child pornography in the 

U.S. District Court for the Northern District of Missis-

sippi.  He appealed, arguing that there was insuffi-

cient evidence to support the jury’s finding beyond a 

reasonable doubt that he, and not his father or an-

other person, knowingly possessed the 112 images 

found on the two computers seized at the jointly 

owned home.  The appeals court noted that the gov-

ernment had not questioned the testimony of Mo-

reland, his wife and his brother that his father had 

an affinity for pornography, and the wife also testi-

fied that the father used the computers at night 

when the rest of the family was asleep.  Also noted 

was the admission by the police officer that he 

could not determine who was using the computer 

when the pornographic images were received.  The 

court found that Moreland’s failure to immediately 

go home after his wife called to tell him about the 

images, instead stating he would look into it after 

work, did not infer that he had knowledge of or con-

trol over the images to support a constructive pos-

session claim. The appeals court found insufficient 

evidence to support a finding beyond a reasonable 

doubt that Moreland knew the images were stored 

on the computers or that he had the requisite 

knowledge to access them and maintain control of 

them.  The conviction was reversed.     

 

CONDITIONS OF SUPERVISED RE-

LEASE: BAN ON PORNOGRAPHY   

U.S. v. Magner, 2012 U.S. App. LEXIS 1473 (2nd 

Cir. January 25, 2012).  The Second Circuit Court of 

Appeals vacated a judgment imposing a ban on us-

ing an electronic device to access pornographic 

websites.  Joseph Magner pled guilty to knowingly 

receiving child pornography.  The U.S. District Court 

for the Eastern District of New York sentenced him 
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to 108 months of imprisonment and a mandatory 

minimum term of five years of supervised release, 

during which time the court imposed a ban on his 

use of an electronic device to access both child and 

adult pornography.  Magner challenged the special 

condition of supervised release as overbroad, and 

the appeals court agreed, noting that this could for-

bid access to such sites as art museum websites.  

The condition of supervised release was vacated 

and the case remanded.   

 

POSSESSION OF CHILD PORNOGRA-

PHY:  MULTIPLE IMAGES/EMAIL     

The People v. McSwain, 2012 Ill App. LEXIS 30 

(January 18, 2012).  The Appellate Court of Illinois, 

4th District, found that possession of multiple imag-

es of child pornography in one email constitutes a 

single offense. Frank McSwain was convicted of five 

counts of possession of child pornography and sen-

tenced to 30 months’ probation and 90 days in jail.  

He appealed, arguing that his simultaneous posses-

sion of five child pornography images in a single 

email constituted just one offense, and therefore 

four of the five convictions should have been vacat-

ed.  The appellate court agreed, noting that the 

State presented no evidence that McSwain sepa-

rately copied the images in five distinct steps upon 

receipt.  The court vacated four counts and remand-

ed the case for amended sentencing. 

Ed. Note:  Not all state courts reach the same conclu-

sion.  For example, Pennsylvania courts provide for multi-

ple counts – see Commonwealth of Pennsylvania v Da-

vidson, 938A.2d 198 (PA 2007).  

 

STALENESS:  CLOSED EMAIL ACCOUNT 

Commonwealth v. Hoppert, 2012 Pa. Super. 

LEXIS 26 (February 6, 2012).  A Superior Court of 

Pennsylvania found that the warrant for ISP records 

was not stale, even though defendant had previous-

ly closed the account.  Police had information that 

an ISP user had sent emails containing child pornog-

raphy.  They issued a warrant to the ISP for its rec-

ords. They subsequently executed a second warrant 

at Clyde Hoppert’s home, during which they recov-

ered provider documentation and computers con-

taining child pornography.  Hoppert was charged 

with 19 counts of sexual abuse of children.  He 

moved to suppress the information contained in the 

first warrant, arguing that it was stale because his 

emails had been sent six months ago and his ac-

count had been closed three months ago.  The mo-

tion was denied and Hoppert was convicted.  He ap-

pealed, but the superior court found that although 

the emails were sent six months before the warrant 

was issued and the user had closed the account, 

there was a fair probability that the ISP had retained 

the information, so the first warrant was proper.  

Further, given the totality of the circumstances, it 

was reasonable for the issuing authority to conclude 

that probable cause existed for the second warrant. 

The judgment was affirmed. 

          

MORE SUPREME COURT  

ACTION 

 
 On January 17, the Supreme Court declined 

to review two decisions finding that school officials 

in Pennsylvania violated the First Amendment rights 

of students when they suspended them for posting 

rather raunchy profiles of their principals on 

MySpace.  The 3rd Circuit Court of Appeals ruled on 

both cases in June 2011 after three-judge panels 

came to the opposite conclusion previously.  The 

cases were Layshock v. Hermitage School District, 

650 F.3d 205 (3rd Cir. 2011) and J.S. v. Blue Moun-

tain School District, 650 F. 3d 915 (3rd Cir. 2011).  

The Court offered no comment in rejecting the peti-

tions.        
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CYBER NEWS BRIEFS 

 

NOT A SURPRISE: WEAK PASSWORDS 

STILL PREVALENT 

 Splashdata, a provider of mobile phone 

apps, compiled a list of some of the most commonly 

used, yet potentially most insecure, passwords seen 

in 2011, and results indicate that people are still 

using very basic, and therefore, vulnerable pass-

words.  For example, Splashdata found that the 

most widely used password today is…the word 

“password!”  The other most widely used passwords, 

in order of their usage, are: 2) 123456; 3) 

12345678; 4) qwerty; 5) abc123; 6) monkey; 7) 

1234567; 8) letmein; 9) trustno1; and 10) dragon.  

The list is very similar to results of a list compiled 

two years ago.  A copy of the Splashdata study may 

be accessed at 

 http://mashable.com/2011/11/17worst-internet-

passwords/.           

    

STANDARDS FOR FEDERAL CLOUD 

SERVICES RELEASED 

 The Federal CIO Council released the Federal 

Risk and Authorization Management Program 

(FedRAMP), which establishes baseline security and 

privacy standards that all cloud service providers 

must meet in order to sell their products to govern-

ment agencies.  The program mandates that all fed-

eral agencies use only FedRAMP-certified cloud ser-

vices and technologies.  The program covers all 

cloud service models, including SaaS (Software as a 

Service) and PaaS (Platform as a Service).  

FedRAMP will also provide federal agencies with 

standard procurement language to use in requests 

for proposals from cloud service vendors.  A Joint 

Authorization Board will be responsible for updating 

the FedRAMP security requirements on an ongoing 

basis, and a group of third party assessors from the 

private sector will be responsible for independently 

assessing cloud service providers and certifying 

their compliance with the standards.      

 

N. DAKOTA ISSUES RULE ON CRIMINAL 

RECORDS ACCESS 

The North Dakota Supreme Court issued a 

rule which would allow judges to block electronic 

access to state records of criminal prosecutions if 

the person accused is acquitted or the charges are 

dismissed.  The rule was part of a package of proce-

dural rule changes adopted by the court and takes 

effect on March 1, 2012.  The rule does not affect 

access to paper records at a county courthouse.  

The rule provides that before ordering any re-

strictions to access, a judge must decide whether 

doing so is more important than keeping the records 

open.  The court must also consider reasonable al-

ternatives to closure, such as redaction or partial 

closure, and must make findings sufficient to sup-

port the closure.  If electronic access is blocked, a 

search result for the record must return a statement 

that Internet access is prohibited.   

 

N.Y. BAR UNVEILS MOBILE APPS 

 A mobile application for finding legal ethics 

opinions is now available from the New York State 

Bar Association, with two additional applications 

under development.  Mobile Ethics is free and avail-

able to the public for use on Google Android, Apple 

iOS and Research in Motion Blackberry devices.  

The applications under development, however, will 

be available only to Bar members.  One of those ap-

plications will track an attorney’s CLE credit and al-

low course registration; the other will provide a 

membership directory.  The applications run on a 

software platform from DubMeNow, a Virginia-based 

provider. 

http://mashable.com/2011/11/17worst-internet-passwords/
http://mashable.com/2011/11/17worst-internet-passwords/
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STUDY:  LAW SCHOOL WEBSITES LACK 

JOB STATISTICS 

 More than one quarter of law schools do not 

provide meaningful job placement data for the class 

of 2010, according to a report by Law School Trans-

parency, an organization founded to two Vanderbilt 

University law students in an effort to urge law 

schools to provide better job placement information.  

The organization looked at the websites of 197 

American Bar Association-accredited law schools to 

assess the amount and quality of job placement da-

ta.  It found that 54 of those schools offered no 

meaningful job information.  The report also found 

that 51 percent, or more than one-half, of schools 

surveyed did not disclose the number of graduates 

who responded to the school’s job survey.  Addition-

ally, only 17 percent of the schools listed the num-

ber of graduates of the class of 2010 holding full-

time or part-time jobs on their websites.  Only 10 

percent listed the number of graduates in school-

funded jobs.  Salary information was available on 

the websites of 49 percent of the schools surveyed, 

but Law School Transparency found that 78 percent 

of them provided the information in an incomplete 

fashion by not reporting the number of graduates 

counted in computing salary averages or providing 

just an average and not a range of salaries.   

 

NY:  ATTORNEY CAN ADVERTISE ON 

GROUPON 

 It is not a violation of New York ethics rules 

for an attorney to market discounted legal services 

on websites such as Groupon, according to an opin-

ion by the New York State Bar Association’s Commit-

tee on Professional Ethics.  Opinion No. 897 finds 

that the money paid to such a website is not an im-

proper referral fee, provided that it is a reasonable 

payment for the type of advertising.  The opinion 

also states:  “A lawyer may properly market legal 

services on a ‘deal of the day’ or ‘group coupon’ 

website, provided that the advertisement is not 

false, deceptive or misleading, and that the adver-

tisement clearly discloses that a lawyer-client rela-

tionship will not be created until after the lawyer has 

checked for conflicts and determined whether the 

lawyer is competent to perform a service appropri-

ate to the client.  If the offered service cannot be 

performed due to conflicts or competence reasons, 

the lawyer must give the coupon buyer a full refund.  

The website advertisement must comply with all of 

the rules governing attorney advertising, and if the 

advertisement is targeted, it must comply with Rule 

7.3 regarding solicitations.”  The full opinion may be 

accessed on the Bar’s website, http://

www.nysba.org. 

 

NLRB ISSUES REPORT ON SOCIAL ME-

DIA ON THE JOB 

 The Office of General Counsel at the National 

Labor Relations Board issued a report on social me-

dia in the employment context, offering several ex-

amples of the office’s decisions on these issues.  

The report offers some key suggestions for employ-

ers to consider when writing their social media poli-

cies.  First, companies should avoid, to the extent 

possible, making categorical statements, but should 

tailor social media prohibitions in a manner that il-

lustrates an intent to protect legitimate business 

interests.  The report also noted that when drafting 

a social media policy, it is helpful to provide employ-

ees with examples and explanations as to why the 

policy is in place. A company may want to point out 

any external requirements, such as statutes, that 

they must follow.  Giving business reasons, including 

legal, ethical and industry standards, will help to 

demonstrate that the rule is not intended only to 

limit employees’ protected activity.  The report may 

be accessed at http://mynlrb.nlrb.gov/link/

document.aspx/09031d45807d6567. 

 

 

http://www.nysba.org
http://www.nysba.org
http://mynlrb.nlrb.gov/link/document.aspx/09031d45807d6567
http://mynlrb.nlrb.gov/link/document.aspx/09031d45807d6567
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         N.J. CONSIDERS ALLOWING VIRTU-

AL OFFICES 

 A New Jersey Supreme Court committee rec-

ommended attorneys no longer be required to main-

tain a physical location, as long as the attorney is 

reachable by clients, other lawyers and the courts 

for official business, including service of process.  

The proposed amendment is part of a set of court 

rule revisions that have been published for com-

ment.  It would overturn a joint opinion by two other 

court committees that found the virtual office – typi-

cally “flex space” rented on an ad hoc basis to meet 

clients, in a suite where a receptionist-in-common 

answers the phone – insufficient under the bona 

fide office rule, R. 1:21-1(a).  Under the proposed 

amendment, lawyers would have to “designate one 

or more fixed, physical locations in New Jersey 

where client files and business and financial records 

may be inspected on short notice by duly recognized 

regulatory authorities, where mail or hand-deliveries 

may be made and promptly received, and where pro-

cess may be served upon the attorney for all ac-

tions.”  Comments on the recommendations are due 

on April 2.           

 

FTC REPORT:  APPS FOR KIDS COL-

LECT DATA 

 Software companies producing games and 

other mobile applications for kids are not telling par-

ents what personal information is being collected 

and how that information is being used, according to 

a report by the Federal Trade Commission (FTC).  

Using the word “kids,” the FTC searched Apple’s App 

Store and the Android Market and examined promo-

tions for apps for word, math and number games 

and entertainment purposes.  Most were designated 

as for children and ranged in price from free to 

about ten dollars.  While not identifying the apps or 

software companies that were part of its survey, the 

FTC found almost no relevant disclosures about data 

collection practices or information sharing on Ap-

ple’s site and only minimal information on just three 

of the Android pages.  The report may be accessed 

a t  h t t p : / / w w w . f t c . g o v / o p a / 2 0 1 2 /

mobileapps_kids.shtm. 

 

 

LEGISLATIVE UPDATE 

STATE 

Internet Provider Data Retention 

 HAWAII.  On January 26, the House Commit-

tee on Economic Revitalization and Business recom-

mended that H.B. 2288 be deferred.  The bill would 

have required Internet service providers to retain  

subscriber information and Internet destination his-

tory records for a period of not less than two years. 

 

FEDERAL 

Intellectual Property 

 On January 18, Representative Darrell Issa 

(R-CA) introduced HR 3782, a bill that would make it 

a violation to operate a website devoted to infringing 

activity.  The bill would require the U.S. International 

Trade Commission to investigate such site upon re-

ceipt of a complaint, and to issue a cease and de-

sist order upon a finding of infringing activity.  It 

would also authorize the U.S. Attorney General to 

bring an action for injunctive relief, and would also 

allow a financial services provider or Internet adver-

tising provider to refuse services upon such a find-

ing.  The bill has been referred to the Subcommittee 

on Intellectual Property, Competition and the Inter-

net.   

 

 

 

 

http://www.ftc.gov/opa/2012/mobileapps_kids.shtm
http://www.ftc.gov/opa/2012/mobileapps_kids.shtm
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Cameras in the Courthouse 

 On February 13, the Senate Judiciary Com-

mittee approved S. 1945, a bill that would require 

the U.S. Supreme Court to permit television cover-

age of all open sessions of the Court unless it de-

cides by majority vote that allowing such coverage in 

a particular case would violate the due process 

rights of any of the parties involved.  The bill has 

been placed on the Senate Legislative Calendar.  

The companion bill in the House is HR 3572. 

 

MUST READS:  FOUR RE-

CENT ARTICLES BY 

PROFESSOR MARY G. 

LEARY 

 

Those of you who follow articles on cyber issues 

have no doubt heard of Mary Graw Leary, associate 

professor of law at Columbus School of Law at Cath-

olic University in Washington, DC and Co-Director of 

its Institute for Law and Public Policy.  Prior to her 

career in academia, Professor Leary was deputy di-

rector at the Office of Legal Counsel at the National 

Center for Missing and Exploited Children and direc-

tor of the National Center for Prosecution of Child 

Abuse.  We therefore wanted to alert you to the fol-

lowing articles published by Professor Leary. 

 “Judicial Challenges to Mandatory Minimum 

Sentences” appeared in the December/January 

2012 issue of the Sex Offender Law Report, Volume 

13, No. 1.  The article discusses the dissatisfaction 

by some to the sentencing options for child pornog-

raphy crimes and the challenges by some judges to 

the legislated mandatory minimum sentences. It al-

so explores the potential vulnerabilities of these 

challenges through an analysis of several recent 

cases, including U.S. v. C.R., 2011 WL 1901645 

(E.D.N.Y. 2011).           

 “Sexual Abuse and Moral Indifference” ap-

peared on November 28, 2011 on thepublicdis-

course.com.  The article contends that the recent 

Penn State scandal has highlighted more than just 

sexual abuse and its cover-up, but has also brought 

to light the indifference that cultural norms have 

groomed in many young adults. 

 “Reasonable Expectations of Privacy for 

Youth in a Digital Age” was published in the Spring 

2011 issue of the Mississippi Law Journal, Vol. 80, 

No. 3.  Part I of the article looks at data about digital 

natives (those born during or after the advent of dig-

ital technology) and their interaction with technolo-

gy.  In Part II, Professor Leary examines current law 

regarding expectations of privacy – in general, then 

under the Katz test, and finally as applied to high 

school students.  Part III discusses potential solu-

tions and questions the usefulness of the Katz test.         

 “Sexting or Self-Produced Child Pornogra-

phy?  The Dialog Continues – Structured Prosecuto-

rial Discretion Within a Multidisciplinary Response” 

was published in the Spring 2010 issue of the Vir-

ginia Journal of Social Policy and the Law, Vol. 17, 

No. 3.  The article addresses the implications of the 

word “sexting” and the wide range of activities to 

which it applies.  It also looks at the legal questions 

of decriminalization and proposes a solution incor-

porating prosecutorial discretion.  The article then 

focuses on how the issue and ensuing national de-

bate have been sensationalized and misunder-

stood .  Finally, Professor Leary discusses some new 

voices on the issue and provides an analysis of 

pending and enacted legislation, concluding that the 

new lesser charges are a positive development in 

that they provide a legal response but avoid too 

strong a sanction.             
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NEW RESOURCES 
 

Intellectual Property Theft 

The National Crime Convention Council and the 

Bureau of Justice Assistance (BJA) launched a public 

education campaign against intellectual property 

theft.  The campaign developed video public service 

announcements for TV and online use, radio spots 

and printed signs and brochures.  All of these mate-

rials may be accessed at http://www.ncpc.org/

topics/intellectual-property-theft.    

 

Cyberbullying   

“Bullying in Schools:  An Overview” examines the 

connection between different types of bullying and 

whether students’ engagement in school mediates 

these factors.  The bulletin discusses the results of 

three studies that the National Center for School 

Engagement conducted and compares the findings 

with those from a Swedish study on bullying.  The 

bulletin may be accessed at http://www.ojjdp.gov/

pubs/234205.pdf. 

 

Mobile Device Tools 

This series of special reports presents test as-

sertions, environments and results on various mo-

bile device acquisition tools and other alternatives.  

The series is available from the National Institute of 

Justice’s (NIJ at  

http://nij.ncjrs.gov/app/publications/pub_search.as 

pxsearchtype=basic&category=99&location=top 

&psid=55. 

 

Identity Theft  

“Identity Theft Reported by Households 2005-

2010” presents data on the nature of and trends in 

identity theft victimization among U.S. households 

from the National Crime Victimization Survey.  This 

brief also presents estimates of the monetary losses 

attributed to household victims of identity theft.  It 

can be accessed at http://wwwncjrs.gov/

bjsreleases/itrh0510.htm. 

 

Crime Victims   

The “2012 NCVRW Online Resource Guide” con-

tains materials for hosting and promoting National 

Crime Victims Awareness Week.  This year’s theme 

is Extending the Vision:  Reaching Every Victim.  The 

package may be accessed at http://ovc.ncjrs.gov/

ncvrw2012/index.html. 

      

http://www.ncpc.org/topics/intellectual-property-theft
http://www.ncpc.org/topics/intellectual-property-theft
http://www.ojjdp.gov/pubs/234205.pdf
http://www.ojjdp.gov/pubs/234205.pdf
http://nij.ncjrs.gov/app/publications/pub_search.aspx?searchtype=basic&category=99&location=top&psid=55
http://nij.ncjrs.gov/app/publications/pub_search.aspx?searchtype=basic&category=99&location=top&psid=55
http://nij.ncjrs.gov/app/publications/pub_search.aspx?searchtype=basic&category=99&location=top&psid=55
http://wwwncjrs.gov/bjsreleases/itrh0510.htm
http://wwwncjrs.gov/bjsreleases/itrh0510.htm
http://ovc.ncjrs.gov/ncvrw2012/index.html
http://ovc.ncjrs.gov/ncvrw2012/index.html
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SAVE THE DATE 

 

ROAMING CRIMINALS AND VANISHING SECRECY: 

MOBILE DEVICES IN INVESTIGATIONS & PROSECUTIONS  

 

 

MAY 15-16, 2012 

 

University of Mississippi School of Law 

 

 

Presented by the Partnership Between 

National Association of Attorneys General Research & Training Institute 

National Center for Justice and the Rule of Law 

 

 

Topics to Be Covered Include: 

Mobile Device Forensics 

Privacy Issues for Youth in a Digital Age 

Searches of Mobile Devices:  Fourth Amendment Considerations 

GPS & Geotagging 

 

And much, much more… 

 

SCHOLARSHIPS WILL BE AVAILABLE 

 

For questions, contact Hedda Litwin, Cyberspace Law Chief Counsel  

(202) 326-6022 or hlitwin@naag.org   

 

  

  

  


